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The paper addresses the problems of controlling complex technical and organiza-
tional-technical systems operating under boundary conditions, where uncertainty, fai-
lure risks, and the influence of external disturbances increase significantly. Particular
attention is paid to models for processing and analyzing data on the current state of
potentially hazardous objects (PHOs), with a focus on printing enterprises characte-
rized by complex production processes, the use of chemical substances, energy-intensive
equipment, and increased requirements for safety and product quality. Approaches to the
formalization of states of printing production systems and the identification of critical
parameters determining transitions to boundary operating modes of printing equipment,
ventilation systems, and auxiliary infrastructure are proposed. Models for processing
heterogeneous, incomplete, and noisy data obtained from technological, environmental,
and production subsystems of the enterprise are considered. Methods for synthesizing
control strategies that take into account multicriteria decision-making, time constraints,
and the hierarchical structure of decision processes at printing enterprises are inves-
tigated. Data processing approaches at different levels of the management hierarchy
are described, enabling the coordination of local technological decisions with global
objectives of safety, economic efficiency, and environmental sustainability. To enhance
the validity of managerial decisions, the use of expert systems combining formalized
mathematical models with practical knowledge of specialists in the printing industry is
proposed. It is shown that the integration of intelligent data analysis methods, expert
assessments, and hierarchical control models improves the responsiveness, reliability,
and adaptability of decision support systems under boundary operating conditions of
printing enterprises.

Keywords: control, system, operating modes, functioning, methods, intelligent anal-
Vsis.
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Problem setting. The current state of development of production systems in the
printing industry, energy sector, and other industrial domains is characterized by the
intensification of technological operating modes, increasing complexity of control sys-
tems based on computerized industrial automation systems (SCADA / APCS), and the
aging of production units, aggregates, and structural components, which collectively
increases the risk of abnormal operating conditions. An additional risk factor is the
insufficient professional level of operational personnel due to the obsolescence of their
professionally oriented knowledge. Another significant risk factor is the inadequate
cognitive capacity of operators during decision-making processes, as well as psycho-
logical instability under emergency or boundary operating conditions at potentially
hazardous facilities.

The implementation of computerized control systems alone does not fully solve the
problem of control in crisis situations, since conventional control strategies are prima-
rily designed to ensure normal operating modes. When process parameters exceed pre-
defined control limits, automated process control systems typically shut down the tech-
nological process. Moreover, certain technological parameters cannot be continuously
monitored in real time.

The use of expert systems (ES) is based on the correct and constructive develop-
ment of a knowledge base comprising fundamental knowledge, domain-specific exper-
tise, logical and intelligent situation interpreters, and a decision support subsystem. The
cognitive component of expert systems involves a domain expert, a knowledge engineer,
and an intelligent agent (operator), who themselves may introduce additional risk factors
due to incorrect or delayed decisions.

Accordingly, a relevant problem can be formulated concerning the synthesis of hie-
rarchical automated process control systems integrating expert knowledge in order to
improve the quality of control of potentially hazardous objects under boundary operating
conditions, through the application of advanced information and laser-based technologies.

Analysis of Recent Research and Publications. The modern development of in-
telligent systems is based on the integration of classical artificial intelligence approaches
with modeling methods and decision support in complex systems. The fundamental prin-
ciples of this field are presented in the work by S. Russell and P. Norvig [1], which is
one of the most comprehensive and systematized sources on the theory and practice of
artificial intelligence. The authors consider the main Al paradigms, including search,
logical inference, machine learning, reasoning under uncertainty, and intelligent agent
systems, which forms a theoretical basis for further research.

A classical approach to artificial intelligence is presented in the work by N. Nilsson
[2], where symbolic methods, heuristic search, and logical models of reasoning are ana-
lyzed in detail. Despite the year of its first publication, the reprint of this work confirms
its relevance as a fundamental source for understanding the evolution of intelligent sys-
tems and the limitations of traditional methods.

In [3], the interrelationship between fuzzy sets, neural networks, and evolutionary
algorithms is revealed, which made it possible to develop hybrid models for solving
complex applied problems in poorly structured environments.
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The authors of [4] propose a concept of knowledge representation in the form of
information granules, which increases model interpretability and the efficiency of deci-
sion-making under conditions of limited or vague information.

In [5], it is shown that the integration of neural networks, fuzzy logic, evolutionary
methods, and expert systems makes it possible to achieve higher accuracy and adaptabi-
lity compared to the use of individual methods.

The authors of [6] emphasize intelligent decision support systems that employ mul-
ticriteria methods, fuzzy models, and expert knowledge to improve the soundness of
managerial decision-making.

Book [7] presents practical aspects of the construction and application of Bayesian
networks for risk analysis, forecasting, and decision support, which makes them an ef-
fective tool in modern intelligent systems.

The analysis of the cited sources indicates a clear trend toward the integration of
various artificial intelligence methods aimed at creating adaptive, interpretable, and re-
liable decision support systems. The obtained scientific results form a theoretical and
methodological basis for further research in the field of intelligent and hybrid systems.

Analysis of the cognitive component of expert systems. Several aspects of know-
ledge formation as the cognitive component of an expert system are considered.

Within the structure of an expert system (ES), the following components of intellec-
tual activity can be distinguished [1-4]:

— dialogue component;

— explanation component;

— knowledge acquisition component.
In addition, the following information and processing structures are identified:

— knowledge base;

— knowledge and rule base;

— situation assessment processor (interpreter);

— task dispatcher;

— processor for the formation and selection of decisions based on a set of admissible
strategies;

— an interpreter that determines how inference rules are applied to derive new know-
ledge based on operational information and fundamental theories.

Accordingly, the decision search mode under risk conditions is based on a dialogue
between the intelligent agent, the expert system, and the automated process control
system (IA—ES—APCS), in accordance with the scheme shown in Fig. 1.

The formation of control decisions for potentially hazardous objects (PHOSs) is ba-
sed, in real time, on the following components:

— control algorithms embedded in automated process control systems (APCS), imple-
mented in real time in accordance with target strategies;

— the knowledge of intelligent agents (IA), i.e., control operators, acting according
to operational plans and production tasks in compliance with the current operating
mode of the PHO;
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Fig. 1. Scheme of the intelligent dialogue between the intelligent agent, the expert system,
and the automated process control system for a potentially hazardous object

— expert knowledge of decision support systems based on rules, control procedures,
and heuristics;
— current information obtained from measurement and monitoring systems.

Expert knowledge within decision support systems (DSS) can be classified into the

following types [1, 3]:
— knowledge of the application domain related to the PHO;
knowledge of how to solve control tasks;
knowledge of how to assess critical situations and operating modes;
— knowledge supporting interaction in dialogue mode.

However, expert systems do not incorporate a cognitive knowledge subsystem desc-
ribing the operational personnel and the expert team, including their psychological and
intellectual stability and level of professionally oriented training. This omission consti-
tutes a significant risk factor in the formation and execution of control and coordination
decisions.

Formalized knowledge about potentially hazardous objects includes:

— an information—resource structural model of the object;

— aparametric model of the object, its state space, and target space;

— amodel of object dynamics in the state space and models of resource flows;
— models of boundary and emergency operating modes.

Formalized knowledge for automated process control systems includes rules, pro-
cedures, and algorithms on the basis of which control decisions are generated in accor-
dance with the terminal control time, i.e., the time sufficient for making and implemen-
ting control actions.

The stages of formation and implementation of managerial control decisions are
performed sequentially:

— Information stage — acquisition of data on the current state of the object; transmission
of data to the signal processing unit; aggregation and grouping of data packets;
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formation of situation images in the state space and target space; evaluation of
metrics (distance to boundary operating modes and to the target region), assessment
of proximity to the risk zone; and transmission of processed information to the de-
cision formation block.

Control stage — expert assessment of the risk level; evaluation of the dynamic
situation with respect to the target region based on the selection of alternatives
according to the partitioning of the target space; selection of the trajectory of state
evolution of the potentially hazardous object (PHO) in accordance with control
strategies, which is based on a hypothesis-testing procedure

3Strat(U 1V (C)){H, :Ou eV, (L) = Sit,, (tk / é)}

= {Hl. Sit,, (tk / é) > K, (PL, )},

where U denotes the control action, V(C) is the target region (or target functional),
H, H, are hypotheses, @, is the estimated state at time t, V, (Lk) is the boundary ope-
rating region, and K, (PLd) is the control command generated in accordance with the
action plan [5].

Execution stage — in accordance with the dynamics of target-oriented behavior
implemented through the selected strategies, control commands are executed by
actuating mechanisms that regulate resource flows. The control scheme of the
potentially hazardous object (PHO) is shown in Fig. 2.
Accordingly, the following notations are used in the scheme (Fig. 2):
DR,, — source of energy resources;

R,,R,,R ) — resource flow regulation system;

BM,,BM,,BM, ) — actuating mechanisms driving the regulators;
ER — energy reactor;
TR — technological reactor;

V. —resource flows, V, =V, (t, & ) under disturbances &;;
FM — product forming mechanisms;
{9R,Q,9,,9F,9P,9k} — state parameters of technological operating modes of PHO
aggregates;
APCS—-ER — automated process control system for energy resource management of
the reactor;
APCS-TR — automated process control system for technological reactor operating
modes;
APCS-FF — automated process control system for forming mechanisms;
StratU, — strategies for generating control decisions under target-oriented operation;
APCS—C — automated coordination control system based on selected upper-level
hierarchical strategies;
IA-T — intelligent operator at the technological level controlling PHO aggregates;
IA-R — intelligent operator coordinating APCS operating modes;
IA-E — intelligent agent—expert responsible for coordination control;
ESDSS . — expert system for coordinated decision support.
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Fig. 2. Structural control scheme of aggregates of a potentially hazardous object
with an ordered hierarchy
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At the aggregate level, state parameters are defined for each block of the PHO
structure. The admissible ranges of operating parameters must be consistent with the
measurement scales of sensing and measurement transducers in terms of their dynamic
and interval characteristics.

In the formation of local and strategic decisions, data streams and the results of
their processing and analysis are used in accordance with the level of hierarchy and the
system’s decision-making authority.

Accordingly, an information and measurement system with a hierarchical intelligent
structure is constructed. Within this framework, the following levels of data acquisition
and processing of the technological process state of a potentially hazardous object (PHO)
can be distinguished.
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— Data acquisition level from PHO aggregates:

<A;R |i= n>Tm - <¢91 (¢).6,(t),Vte Tm>

X, (t).vVeeTm| |6(1)=XK,

X, el, 6 el, T ,x =x(t)
corresponds to a normalized signal value &, at the output of the measurement transducer,
provided that the measurement scales are properly matched:

where the physical state parameter{
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Fig. 3. Alignment of the measurement transducer range with the dynamics
of the technological process in the state space

V(x,t),xel, > K, > 1,; 1T, < I.;
min X — K, > min/,;
max X — K, > max/,,

[Xmax’Xmin] :[;R

where , 1s the technological process range.
[emax 90min ] = IHR
Accordingly, the boundary and emergency values of the state parameter (ex-
pert assessments) must lie within the scale interval of the measurement transducers:
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L, (49; ) <max [, — A,,max [, — scale maximum, L, (6, )= min, + A, where L, L, rep-

resents the boundary operating region in the state space of the aggregate.
For normal technological operating modes defined by the production task, the pa-
rameter variation range must satisfy the following conditions:

_ [Zop +A4Z,; JSL} (‘9)_@: dy - safety margin of the boundary distance to the

emergency operating mode, within which the automated process control system
(APCS) remains stable;

_ [Zop —AZ, J 2L, (QK ) +d, , dy— safety margin of the boundary distance allowing
potential recovery of the technological operating mode.
Control decisions at the APCS level are formed based on the current dynamic
situation through the verification of the following conditions:
H,:(0(t)e[ 2, + 42}, 2, - 22, ])= K., (1,7, );

u

H,:(0(t)e[ 2, +42,.2,, - AZ |)= [ StratU (C,) ],

where: K, ( ) — control commands compensating deviations from the prescribed trajec-
tory under condition /;:
u H,, {e(z)zznp +AZM*}:>KIH
K (t,7,):

" | =K
H,10(1)<Z, -AZ,

where K|, K; — control commands regulating resource flows in PHO aggregates.

In the case where condition H,, is satisfied, control authority is transferred to a
higher hierarchical level of APCS decision-making strategies, accompanied by an as-
sessment of the PHO state in order to evaluate the availability of resources for strategic
decision-making. The hierarchy levels of strategic decision-making for controlling a po-
tentially hazardous aggregated object within a production structure represent the highest
level in terms of management authority [6].

At the level of strategy correction of the automated process control system (APCS)
based on situation assessment, the following procedures are applied:

H,, :(true Sit) H;, :g(t)é L', -d!|=>K);

3StratU, (C,)H, :0(1)2|L, + | = K.

If the stability margin condition is not satisfied, i.e., H,, :G(t) >|L', —d |, meaning
that the system enters a pre-emergency operating mode, a corrective strategy must be
applied to ensure exit from this state through the implementation of

ALARM :Strat(U} |0(t) > L )= 3KL[ K, (U,)]"

i=1
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(K, (U)>K,(U,)>..>K,(U,):Z,>Z,}

where {KA (Ul. ) |i=1,”} c KL [KA (Ui )l"; denotes a sequence of commands from the class
of coordinating anti-emergency control actions.
When the condition for the lower stability level is satisfied,

Hyy:0(1)<|L, +d| = [ALARM ] EIStmt(UA 16(1) > LAJ -

IKL[K ;stop]:{K , (ue): Z, —> Z,
emergency-safe shutdown commands are executed, which indicates a system malfunction
or insufficient availability of resources.

From the above, the importance of information technologies for data processing and
methods for strategy synthesis in the assessment of situations in potentially hazardous
objects follows directly [7].

If for lower hierarchy levels, classical evaluation methods based on standard
statistical measures are sufficient, such as

i+n

X 2,7 0, 0. =1249,,,
s

whereas for upper hierarchy levels it is necessary, based on the state space model and
the target space model, to determine situational parameters and to evaluate boundary
distances to emergency operating modes.

u(0.L,.d;)=

y’(é,L;,d;):‘L; +d;‘+éi;

A

L, —d;

trends tend 6, (z,) = 0(t,. ) - 9[1.‘,. ], on the basis of which an expert forecast of approach-
ing the emergency zone is performed.

When the condition f - (‘ u ({é" L,d; ) N 0) = Kom [SlmtAUc] is satisfied, control
is transferred at the strategic level to coordinating emergency response strategies.

Conclusions. The paper addresses the problem of control in hierarchical systems
with potentially hazardous objects, particularly under boundary and emergency operating
conditions. The selection of control strategies at different hierarchy levels is substantia-
ted, taking into account the characteristics of information support, time constraints, and
the multicriteria nature of decision-making. The feasibility of a differentiated approach
to the formation of control actions is demonstrated, enabling the coordination of local
and global system objectives.

For processing data on the current and emergency states of objects, appropriate
algorithms for the analysis and integration of heterogeneous information are justified,
ensuring increased reliability of state assessment and timely detection of critical situa-
tions. The proposed approaches form a basis for the development of decision support
systems using expert systems, which enhances the responsiveness, reliability, and adap-
tability of control of potentially hazardous objects. The obtained results can be applied



ISSN 1998-6912 59

in the design and modernization of automated control systems for industrial enterprises,
particularly in the printing industry.
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B pobomi posensanymo npoonemu YnpasiinHa CKAGOHUMU MEXHIYHUMU MA 0pad-
HI3AYIUHO-MEXHIYHUMU CUCTNEMAMU 6 CPAHUYHUX DetCumMax (YHKYIOHy8auHs, Koau
3pOCaAc HeBU3HAUEHICMb, PUSUK GIOMO6 A 6NIUE 306HIWHIX 30ypenb. Ocobausy yea-
2y npuodineHo Mooensim oOpooKu ma auanizy OAHUX Npo NOMOYHUL CMAH NOMEHYIUHO
nebesneunux o6 ’cxkmie ([IHO), 30kpema noricpagiunux nionpuemcms, wo xapakme-
PUBVIOMbCA CKIAOHUMU GUPOOHUMUMU NPOYECamul, BUKOPUCMAHHAM XIMIYHUX PEYOBUH,
EHEeP2OEMHO20 0DNAOHAHHS MA NIOGULEHUMU BUMO2AMU 00 De3neKu U AKOCmi nPOOyK-
yii. 3anpononosano nioxoou 00 gopmanizayii cmanie nonicpa@iuHux UPOOHUUUX CUC-
mem ma i0eHmughikayii KpumudHux napamempie, sAKi BUSHAUAMb nepexio y epaHuyHi
pedicumu pobomu OpyKapcbkoeo 0ONAOHAHHS, SeHMUIAYIUHUX CUCTeM [ OONOMINCHOT
iHghpacmpyxkmypu. Posenanymo mooeni 06poOKu pisHOPIOHUX, HENOBHUX MA 3auUlyMile-
HUX OQHUX, WO HAOX00SMb 8I0 MEXHONO2IUHUX, eKONO2IUHUX | BUPOOHUYUX nidcucmem
nionpuemcmea. Jocniodiceno memoou cunmesy cmpameziii YnpaesuinHs 3 ypaxy8auHam
bazamoxpumepianbHOCMi, 4aAcO8UX OOMENCEHb MA IEPAPXIUHOL CIMPYKMYPU NPULHATNINA
piwenv na noniepagiunux nionpuemcmeax. Onucano cnocoou onpayiosans OGHUX Ha
PIBHUX pieHAX i€papXii ynpasninHa, wo 0036075€ Y32004CY8AMU TOKANbHI MEXHONO02TUHI
piutenns 3 2nodarbHUMU Yiiamu 6e3nexy, eKOHOMIUHOI egheKmueHoCmi ma ekon02iuHol
cmitxocmi. /[na nioguujenHs oOIpyHmMoOBaAHOCMi YNPAGIIHCOKUX PIilleHb 3anpOnoHO8a-
HO GUKOPUCTNAHHS eKCEPMHUX CUCEM, AKI NOEOHYIOMb (YOpMANi308ani MamemamuyHi
MoOeni 3 npAKMUYHUMUY 3HAHHAMU (axieyie noniepagiunoi eanysi. [lokasano, wo inme-
epayis Memoois IHMeLeKMyaibHO20 AHANI3Y OAHUX, eKCHePMHUX OYIHOK ma iepapxiu-
HUX Mooenell YnpaesiiHHsa 3a0e3neuye nioGUUeHHs ONepamusHoCmi, HAOIHOCMI ma
adanmueHoCmi cucmem NIOMPUMKYU NPULIHAMMSL PIUEHb 8 YMOBAX SPAHUUHUX PEICUMIE
yHKYIOHY8AHHS NOAICPADIUHUX RIONPUEMCTNS.

Knrwowuogi cnosa: ynpasninus, cucmema, pexcum, QyHKYioHy8anus, memoou, inme-
JIeKMY anbHUL QHATT3.
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